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ABSTRACT
The study was carried out to strategically assess dark web and cybercrime threat mitigation in 
Nigeria. The population of this study comprised all professionals in computer science, computer 
engineering and security agents who have been exposed to cyber crimes, cyber security and 
general computer science. The study adopted a descriptive survey design, while stratified 
random sampling technique was used in selecting 400 respondents. The instrument for data 
collection, which was tagged “Dark Web and Cybercrime Threat Mitigation Questionnaire 
(DWCTMQ)”, was administered to the respondents and used for the study. The instrument was 
vetted by experts in computer science as well as test and measurement before the reliability test 
was conducted with 40 computer experts who did not form part of the main work and it produced 
the average reliability coefficient of 0.87, proving the instrument to be reliable for the study. 
Data collected were analyzed using percentage analysis, mean statistics and goodness of fit chi-
square analysis. From the results of the data analysis, the results proved that the services and 
websites used in perpetrating dark web and cyber crime threats to be Tor, I2P for services and 
Silk Road, Sheep Marketplace, Black Market, etc. for the websites. The result identified the risk 
mitigation resources and strategies to disrupt the dark web and cyber crimes threats in Nigeria 
to be “raising public awareness of the risk and impact of cyber activity and the need to deploy 
basic protective measures, providing cyber security education on the use of strong passwords, 
application of system updates in a timely and efficient manner, securing devices by enabling a 
firewall and deploying solutions to address viruses, malware and spyware; leveraging trusted 
resources and finally, building an economic framework. One of the recommendations was that 
cyber security should be seen by all as a shared responsibility which requires the attention of a 
broad range of stakeholders with effective public/private partnership that incorporates 
businesses and institutions of all sizes along with national, state, local, tribal and territorial 
agencies to produce successful outcomes in identifying and addressing threats, vulnerabilities 
and overall risk in cyberspace.
Keywords: Dark web, cyber crime, risk mitigation resources   

 INTRODUCTION 
Cybercrime can be used to describe any criminal activity which involves the computer or 

the internet network (Okeshola, 2013). This term is used for crimes such as fraud, theft, 
blackmail, forgery, and embezzlement, in which computers or networks are used. According to 
Moore (2005), cybercrime, or computer oriented crime, is crime that involves a computer and a 
network, the computer having been used in the commission of the crime, or being the target. 

https://en.wikipedia.org/wiki/Computer_network
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Warren, Kruse, Jay and Heiser (2002) assert that cybercrimes can be defined as: "Offences that 
are committed against individuals or groups of individuals with a criminal motive to 
intentionally harm the reputation of the victim or cause physical or mental harm, or loss, to the 
victim directly or indirectly, using modern telecommunication networks such as Internet 
(networks including but not limited to chat rooms, emails, notice boards and groups) and mobile 
phones (Bluetooth/SMS/MMS)".

The Dark Web is a term that refers specifically to a collection of websites that exist on an 
encrypted network and cannot be found by using traditional search engines or visited by using 
traditional browsers. Almost all sites on the so-called Dark Web hide their identity using the Tor 
encryption tool. A relatively known source for content that resides on the dark Web is found in 
the Tor network. The Tor network is an anonymous network that can only be accessed with a 
special Web browser, called the Tor browser (Tor, 2014). It has the ability to hide one’s identity 
and activity and also spoof your location so it appears you are in a different country from where 
you are really located, making it much like using a VPN service.

Paganini (2012) asserts that each day, our Web actions leave footprints by depositing 
personal data on the Internet. This information composes our digital identity, our representation 
in cyberspace. Internet anonymity is guaranteed when Internet Protocol (IP) addresses cannot be 
tracked. Tor client software routes Internet traffic through a worldwide volunteer network of 
servers, hiding user’s information and eluding any activities of monitoring. This makes the dark 
Web very appropriate for cybercriminals, who are constantly trying to hide their tracks (Paganini 
2012). The dark Web is also the preferred channel for governments to exchange documents 
secretly, for journalists to bypass censorship of several states and for dissidents to avoid the 
control of authoritarian regimes (Gehl, 2014). Anonymous communications have an important 
place in our political and social discourse. Many individuals wish to hide their identities due to 
concerns about political or economic retribution. The dark web also hosts markets of illegal 
goods (such as counterfeit products, drugs, and IDs) and financial crime services (such as money 
laundering and bank frauds). It hosts markets offering pedophilia content, hit man services, 
conventional and chemical weapons purchase, and illegal medical research.

Halder and Jaishankar (2011) opine that cybercrime and activities done on the dark web 
may threaten a person or a nation's security and financial health. Cybercrime can be far reaching 
with long-term effects -- from the impact on organizations, from the theft of intellectual property 
or business secrets to the consequences identity theft can have on an individual, including credit 
standing and loss of personal resources. This study therefore seeks to strategically assess dark 
web and cyber crime threat mitigation in Nigeria.

Statement of the Problem

 Over the years, the alarming growth of the internet and its wide acceptance has led to 
increase in security threats. In Nigeria today, several internet assisted crimes known as 
cybercrimes are committed daily in various forms such as fraudulent electronic mails, 
pornography, identity theft, hacking, cyber harassment, spamming, Automated Teller Machine 
spoofing, piracy and phishing. Cybercrime and crimes committed in the dark web are threats 
against various institutions and people who are connected to the internet either through their 
computers or mobile technologies. The exponential increase of this crime in the society has 
become a strong issue that should not be overlooked. The impact of this kind of crime can be felt 

https://www.techadvisor.co.uk/download/security/tor-651-3213990/
https://www.techadvisor.co.uk/download/security/tor-651-3213990/
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https://www.techadvisor.co.uk/test-centre/internet/best-vpns-2017-3641578/
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on the lives, economy and international reputation of a nation. Lack of strong cyber crime laws 
has encouraged the perpetrators to commit more crime knowing that they can always go 
uncaught. There is the need for our government to come up with policies that address cybercrime 
and the nefarious activities done on the dark web and enforce such laws so that criminals will not 
go unpunished. This study therefore seeks to strategically assess dark web and cyber crime threat 
mitigation in Nigeria.

Objectives of the study

The main objective of the study is to strategically assess dark web and cybercrime threats 
mitigation in Nigeria, while the specific objectives are as follows:

1. To determine the services and websites used in perpetrating dark web and cyber crime 
threats.

2. To identify the risk mitigation resources and strategies which help in disrupting the dark 
web and cyber crimes threats in Nigeria.

Research questions

The following research questions will be answered:

1. What are the services and websites used in perpetrating dark web and cyber crime 
threats?

2. What are the risk mitigation resources and strategies which help in disrupting the dark 
web and cyber crimes threats in Nigeria?

Hypotheses

The following null hypotheses will be tested:

1. There is no significant difference in the perception of people as regards the level of dark 
web and cyber crimes activities in Nigeria.

2.  There is no significant influence of risk mitigation resources and strategies on the level 
of dark web and cyber crime threats in Nigeria.

LITERATURE REVIEW

Services and Websites used in Perpetrating Dark Web and Cyber Crime Threats
According to Paganini (2012), the Tor client software routes Internet traffic through a 

worldwide volunteer network of servers, hiding user’s information and eluding any activities of 
monitoring. This makes the dark Web very appropriate for cybercriminals, who are constantly 
trying to hide their tracks (Paganini 2012). The dark Web is also the preferred channel for 
governments to exchange documents secretly, for journalists to bypass censorship of several 
states and for dissidents to avoid the control of authoritarian regimes (Gehl 2014). Anonymous 
communications have an important place in our political and social discourse. Many individuals 
wish to hide their identities due to concerns about political or economic retribution.

Onion routing is a technique for anonymous communication over a computer network. 
Messages are repeatedly encrypted and then sent through several network nodes, called onion 
routers. Like someone peeling an onion, each onion router removes a layer of encryption to 
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uncover routing instructions, and sends the message to the next router, where the process is 
repeated. This technique prevents intermediary nodes from knowing the origin, destination and 
contents of the message (Tor, 2014). Websites such as Silk Road act as anonymous marketplaces 
selling everything from tame items such as books and clothes, to more illicit goods such as drugs 
and weapons. Aesthetically, these sites appear like any number of shopping websites, with a 
short description of the goods, and an accompanying photograph (Bartlett, 2014).

The Assassination Market website is a prediction market where a party can place a bet on 
the date of death of a given individual, and collect a payoff if the date is “guessed” accurately. 
This incentivizes the assassination of individuals because the assassin, knowing when the action 
will take place, could profit by making an accurate bet on the time of the subject’s death. 
Because the payoff is for knowing the date rather than performing the action of the assassination, 
it is substantially more difficult to assign criminal liability for the assassination (Greenberg, 
2013). There are also websites to hire an assassin, popular ones being White Wolves and 
C’thuthlu (Pocock, 2014).

Websites such as Banker & Co. and InstaCard facilitate untraceable financial transactions 
through various methods. They either launder bitcoins by disguising the true origin of the 
transactions or give users an anonymous debit card issued by a bank. Users are also given virtual 
credit cards issued by trusted operators in the dark Web (Dean, 2014). Buying stolen credit card 
information has never been easier. A website called Atlantic Carding offers this service, and the 
more you pay, the more you get. Up for grabs are business credit card accounts and even infinite 
credit card accounts associated with ultra-high-net-worth individuals. The user’s details; name, 
address and so on are available at an additional cost (Dahl, 2014).

The main directory on the dark Web is the Hidden Wiki. It also promotes money 
laundering services, contract killing, cyber attacks and restricted chemicals, along with 
instructions to make explosives. As with other dark Web sites, the links to these sites frequently 
change to evade detection (Williams, 2011). The Human Experiment was a website that detailed 
medical experiments claimed to have been performed on homeless people who were usually 
unregistered citizens. According to the website, they were picked off the street, experimented on 
and then usually died. The website has been inactive since 2011 (Falconer, 2012).

Strategies to Help Disrupt the Dark Web and Cyber Crime Threats in Nigeria

Maitanmi (2013) asserts that the collaborative efforts of individuals alongside with 
government intervention can go a long way in minimising dark web activities and cyber crime to 
a reasonable level. Measures and strategies to take are:  
a) Government intervention: Michael, Boniface and Olumide (2014) assert that there is still need 
for the nation to come up with adequate laws to tackle this issue. These laws should be 
formulated by the government and should strictly be adhered to. However, it is worthy to note 
that a bill was recently passed in year 2015 that would protect and punish electronic fraud and 
other cyber related crimes. The full implementation of this bill will hopefully bring a strategic 
approach to fight against cybercrime. Some of the bills are highlighted below: 

 There will be seven years jail term for offenders of different types of computer related 
fraud, computer related forgery, cyber-pornography, cyber-stalking and cyber-squatting. 

 Defines the liability of service providers and ensures that the use of electronic 
communications does not compromise national interest. It provides a legal framework to 
punish cyber criminals thereby improving electronic communication. 
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It specifies all criminal acts and provides guidelines for the investigation of such offences. If 
these laws are effectively enforced, cybercriminals will be deterred and penalized. This will 
indirectly reduce the incident of cyber-crimes, increase customer’s confidence while transacting 
business online and also correct the negative impression about Nigeria and the citizens (Michael, 
Boniface and Olumide, 2014). 
b) Individuals on their part should ensure proper security controls and make sure they install the 
latest security up-dates on their computer systems. In addition, they should observe the following 
(Lakshmi, 2015): 
1. Carefully select the sites you visit. Do not visit an un-trusted site. Avoid visiting a site by 
clicking on a link you find in your email, found on a Facebook page, or on an advertisement 
2. Avoid pirated software and never disclose your Personal Identification Number (PIN), bank 
account and email access code to unknown persons. 
3. Always ignore any e-mail requiring your financial in-formation. Do not send sensitive 
information in an email since its security cannot be guaranteed 
4. Use strong passwords that are difficult to guess and employ a combination of characters 
(upper case and lower-case letters), numbers and symbols. 
 Avoid inputting your information in a pop-up. If you have interest in any offer you see on a 
pop up, it is always safer to go directly to the website of the retailer. 

c) Raising awareness

A comprehensive and sustained national cyber security education campaign is essential for 
raising public awareness of the risk and impact of cyber activity and the need to deploy basic 
protective measures on desktops, laptops, tablets, phones and other mobile devices. The 
explosion of connected devices, from smart refrigerators, lighting systems, heating and air 
conditioning, security services to autonomous automobiles, puts an exclamation point behind the 
importance of cyber protection for individual users and organizations of all sizes and levels of 
sophistication (Hoffman, 2014). Cyber security education should cover the basics:

 Apply system updates in a timely and efficient manner.
 Secure devices by enabling a firewall and deploy solutions to address viruses, malware 

and spyware.
 Learn not to click on email links or attachments, unless the sender is known and trusted. 

Even then, phishing emails sometimes spoof the sender’s identity to trick the user into 
clicking a link or attachment.

d) Leveraging trusted resources

Additionally, building, maintaining, scaling and updating an online source of information on 
how users of all levels of sophistication can establish and improve their protection profiles in 
cyberspace is imperative. 

e) Building an economic framework

Grabosky and Peter (2001) assert that simply purchasing every new tool or security product is 
not the answer. From the individual user to the small business to the large enterprise, it is 
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important to make investment decisions for cyber security in a risk management construct that 
includes trying to secure the biggest bang for the buck.

METHODS

Research Design

A descriptive survey design was used for this study. This was for the purpose of describing the 
extent and the effect of dark web and cybercrime threats and the extent of mitigation of these 
threats in Nigeria. 
Area of the Study

The research area for this study was Nigeria. 

Population of the Study 

The population of this study comprised all professionals in computer science, computer 
engineering and security agents who have been exposed to cyber crimes, cyber security and 
general computer science.   

Sample and Sampling Techniques 

A stratified random sampling technique was used to draw the 400 respondents and used for the 
study. 
Instrumentation 

The main instrument used in this study was questionnaire titled “Dark Web and 
Cybercrime Threat Mitigation Questionnaire (DWCTMQ)”. The questionnaire was made up of 
two sections, (sections A and B). Section A was used to collect information on personal data of 
the respondents while section B of the questionnaire was made up of two variables such as dark 
web and cyber crimes activities; threats of dark web and cyber crimes; services and websites 
used in perpetrating dark web and cyber crime threats and finally risk mitigation resources and 
strategies to disrupt the dark web and cyber crimes threats. The obtained data was coded 
statistically before the statistical analysis of the data. 

Validation of the Instrument  

The instrument passed through face and content validated by the experts in computer science as 
well as test and measurement. 

Reliability of the Instrument  

Cronbach Alpha technique was used to determine the level of reliability of the instrument. In the 
trial test, a total of 40 respondents who did not form part of the main study were randomly 
selected from one of the states not used for the study. The reliability coefficient obtained was 
(0.84). This value was considered high enough to justify the use of the instrument.  

Procedure for Collecting Data

A letter of introduction was written by the researcher. This letter was to introduce the 
researcher to the heads of the organizations for understanding and assistance. The questionnaires 
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were issued and retrieved 3 days latter from each respondent. The exercise took about two 
weeks.  

Method of Data Analysis

The researcher subjected the data generated for this study to appropriate statistical 
techniques such as percentage analysis, chi-square analysis and regression analysis. The test for 
significance was done at 0.05 alpha levels. 

RESULTS AND DISCUSSIONS
Research Question One

What are the services and websites used in perpetrating dark web and cyber crime threats?

The research questions sought to find out the services and websites used in perpetrating dark web 
and cyber crime threats. In order to answer the questions, percentage analysis was used. 
(SeeTable) 

Table 1
Percentage analysis of the services and websites used in perpetrating dark web and cyber 
crime threats

Services and websites used for dark web and 
cyber crime threats  FREQ % REMARKS
Tor 56 14 4th

I2P 35 8.75 5th*

Silk Road 67 16.75 3rd

Sheep Marketplace 117 29.25 2nd

Black Market 125 31.25 1st**

Total 
400 100%

** The highest percentage frequency
*   The least percentage frequency

From the result of the above table 1, It was observed that the highest services and websites used 
in perpetrating dark web and cyber crime threats was “Black Market” 125(31.25%) while the 
lowest services and websites used in perpetrating dark web and cyber crime threats was “I2P” 35 
(8.75%).
Research Question Two

What are the risk mitigation resources and strategies which help in disrupting the dark web and 
cyber crimes threats in Nigeria?
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The research question sought to find out the risk mitigation resources and strategies which help 
in disrupting the dark web and cyber crimes threats in Nigeria. In order to answer the question, 
percentage analysis was used, (See table 2).
Table 2
Percentage analysis of the mitigation resources and strategies which help in disrupting the 
dark web and cyber crimes threats in Nigeria

Risk Mitigating Resources/Strategies   FREQ % REMARK
Raising public awareness of the risk and impact 
of cyber activity and the need to deploy basic 
protective measures

104 26
1st**

Provision of cyber security education on the 
use of strong passwords

99 24.75 2nd

Application of system updates in a timely and 
efficient manner

78 19.5 3rd

Securing devices by enabling a firewall and 
deploying solutions to address viruses, malware 
and spyware

65 16.25
4th

Leveraging trusted resources 23 5.75 6th*

Building an economic framework 31 7.75 5th

Total 
400 100%

** The highest percentage frequency
*   The least percentage frequency 

From the result of the above table 2, It was observed that the highest risk mitigation resource and 
strategy which help in disrupting the dark web and cyber crimes threats in Nigeria was “Raising 
public awareness of the risk and impact of cyber activity and the need to deploy basic protective 
measures” 104(26%) while the lowest risk mitigation resource and strategy which helps in 
disrupting the dark web and cyber crimes threats in Nigeria was “Leveraging trusted resources” 
23(5.75%).
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Hypotheses testing
TABLE 3
Regression Analysis of the influence of risk mitigation resources and strategies on the level 
of dark web and cyber crime threats in Nigeria.

Model R R-Square Adjusted R 
Square

Std. error of 
the Estimate

R Square 
Change

1 0.96a 0.92 0.92 0.65 0.92

*Significant at 0.05 level; df= 398; N= 400; critical R-value = 0.098

The table shows that the calculated R-value 0.96 was greater than the critical R-value of 0.098 at 
0.5 alpha levels with 398 degree of freedom. The R-Square value of 0.92 predicts 92% of the 
influence of risk mitigation resources and strategies on the level of dark web and cyber crime 
threats in Nigeria. This rate of percentage is highly positive and therefore means that there is 
significant influence of risk mitigation resources and strategies on the level of dark web and 
cyber crime threats in Nigeria.

DISCUSSION OF THE FINDINGS

The result of the data analysis in table 3 was significant due to the fact that the calculated 
R-value 0.96 was greater than the critical R-value of 0.98 at 0.05 levels with 398 degree of 
freedom. The result implies that there is significant influence of risk mitigation resources and 
strategies on the level of dark web and cyber crime threats in Nigeria. The result therefore was in 
agreement with the research findings of Mitanni (2013) who asserts that the collaborative efforts 
of individuals alongside government intervention can go a long way in minimizing dark web 
activities and cyber crime to a reasonable level. The significance of the result caused the null 
hypotheses to be rejected while the alternative one was accepted.

Conclusions

Based on the findings of the research work, the following conclusions are deemed 
necessary: There are various services and websites used in perpetrating dark web and cyber 
crime threats and there are various risk mitigation resources and strategies against dark web and 
cyber crime threats in Nigeria. There is significant influence of risk mitigation resources and 
strategies on the level of dark web and cyber crime threats in Nigeria. 

Recommendations

The following recommendations are deemed necessary:

1. Cyber security should be seen by all as a shared responsibility which requires the 
attention of a broad range of stakeholders with effective public/private partnership that 
incorporates businesses and institutions of all sizes along with national, state, local, tribal 
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and territorial agencies to produce successful outcomes in identifying and addressing 
threats, vulnerabilities and overall risk in cyberspace.

2. Individual consumers should also have a role of crying out the incidence and threats of 
dark web to the general public for precaution. 

3. Education should be rendered to people on how to better protect themselves from the 
threat of dark web and cyber crimes. 
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